BioStar 2

Revision Notes

Version 2.9.4

HEL
KO 301.00.BS2 V2.9.4

SUrremao

IIIIIIIIIIIIIIIIIII



BioStar 2 21 18|0|E A] Fo|Atet

BioStar 2.2.10|L} 2.2.2 {0 MX|El AEH0| A BioStar 2.3.02 MX|& ZL SQLited]| MHE 2ZE HYEE ME2 MariaDBE
oro|azj|o| MEL|CE.

BioStar 2 | Q2| ¥3|0| == HT 2.6.00| M FE X ELICE BioStar 2.6.0 0[5t HEH S AE Sl 2, Z|M HESZ
2 12|0| =512 H of2et Z0] 2.6.0 0|5t KT BioStar 28 25 =AIX Q2 HX|5HM|R.

Szl HH AT|0|E A
2 22.1>23>24>24.1>250>26.4> %A A
2.2
2.2.1 23>24>241>250>26.4> %4 HH
2.2.2
2.3 2.4>2.4.1>250>2.6.4>%A HH
2.4 2.4.1>2.5.0>2.6.4> %A HH
> 2.6.4> 24 T
2.6.4 HH o4 M HA

Windows 8.10|Lt Windows Server 2012 R2E AHE5t= 2 Otz 2l H|0|X|E & 1150 KB2919355 HI0|EE M X|StM|R.
https://support.microsoft.com/ko-kr/help/2919355/windows-rt-8-1--windows-8-1--and-windows-server-2012-r2-update-
april-2

MS SQL Server®t BioStar 27t A2 L2 PCO| MX|=l A< BioStar 27} MX|=l PCOl| Native ClientS A X|sof gtL|Ct.
https://www.microsoft.com/ko-kr/download/details.aspx?id=50402

7|& HT9| BioStar 20| A Ci|O|E{H|O| A S W AT wf LE MH|AE AME SX|T 7| TIASHM K. FEF, AC Ci|O[E{H| 0] A2F TA
HIO|E{HO| A S7H BBt ZRISHK| FO™ TA HIO|E{H|O|AE AFE T 4= §UA| ELICH

BioStar 2 Cl|O|E{H|0] A S uHiSl2{™ \Program Files\BioStar 2(x64)\util ZE2| enckey I+ 1t \Program Files\BioStar 2(x64)
=09 system.conf, setting.conf A= BtEA| T HASIN Q. THX| O M, H|O|E{H|O|AE ALEE 4~ SiA| ELICH

BioStar 27t At8%t= ZEQ| 7|2 7t2 of2liet Z&LICH CHE T2 Mo SUSt ZEE MRY 22 BioStar 27t HAXHOZ
TEEX 42 =+ AFLIL

HTTP ZE 2| nedts * HTTPS EE £ | A427s

yamze 2| ngas + APIZE Y A=
- dlojefbiolA 2= AR TEHTTP RE |48
+ S HTTPS BE P | He7ts 2 Bzjps R £ | A4s7s
+ FastCGI EE 2| naas « 2 H0|EHO| HTTP ZE & | N87Hs
+ £2 Ho|=R0| HTTPS EE 2| MHETE * 2EEHTTP ZE & |87
+ 2|LE HTTPS EE S |48

KO 301.00.BS2 V2.9.4 1 BioStar 2 Revision Notes



18
In
E
ot

™ 2.9.4 ( 2.9.4.29)

Etl A

—

—

NEY)

| 7

A
=

2

olr

o
=

I.

=

r=

=l

oA

Xl =& x|

- BioStation 2a

Ell
=]

3 2 THIY 7|5 F7t

- BioStation 3 H¥0{ 1.2.0 0|4
CoreStation0f| U&Z M =02t AZA
FAH ADLE F}E 2|0]of2 K|

- XPass D2 Hell0f 1.7.1 0] &
ADIE 7= 2|oJopR M JHM

N

!

b

AL
(=]

ofE|H C|AE2| 0| 72| BioStar 2 21210 A2

OpenSSL HH gTz|o|=

OpenJDK G0l E
. SQL Injection =2t F|oFH JHM
11. MA Hot
12.
13.
14.
15.

K| &AM mo|x|2| 22Xt Ul 7HM

A% ol UX i

o © N oo

X
(=]

4

A

—

210l Ar8El=

Z

oHE|H C|HER] A& M %|oF

=

H

oHE|H C|AE2| 239211} BioStar2 21

HIC|2 T{7[X]| L 2ot #|ofF JHd

ID MZA 22

AFSRIZH B RE B AU B UM S

o|'
—_

AtgXtel 219l |
- BioStar2v2.942 ¢

MEXLIE 5718 4

DE %=

#a|xtel 7|=2t ID

ES
A

AF &

o

=13
=

F-".-l

16.
17.

0Ir

MEXL XIS S713t -

e
o

s

e

M W ozl i
A0 on me |4
4 o0 n#

e

18. &
19.
20.
21.
22.
23.
24.

kal
s
o
2
x
N

Mo
|
=2
3r
=2
x » od

O,
LS

L o

32|HHE 7= L5 Al FIE IDO| 022 A|ESt= AP/ YA E R LEEX]
X
SHAIE|H MEO|M E o4 238 QYK &

S8} XIS A| ZEE ALK} D E

St 2 i

X0l 2™ E ADLE FHE 2{|0|0H20] BioStar 20| 8i= &% &XA| 7|3} QL HIAIX| 7} EAIZ|X| &
HX[0M 52| O & HIZHHI O|HIE 25 MHof| HE
749! HE DB &%
ZE of=0ilM XI2I5HX|

- E2RE SSIRERE

C -

4

gt lse ME et ez dFsio 5

of= I E At

=

KO 301.00.BS2Vv2.9.4

22| =:2023-09-20

x
=4

0| 7|2 E|=& 7HM

= gL

I E M
I 2 JM

BioStar 2 Revision Notes



25.

26.

27.
28.

E

el A

o

10.
11.
12.
13.

14,

15.
16.
17.
18.
19.
20.
21.
22.
23.

AMEXL 37t Bl £ Al AL O|B0f| XISHK| b= BV ZE[0] U= R UELEE 2F HY HAIXIO| XI5t=s E+EXE
EASHH 78 =2 0

Airfob Portaloll A 73 &EfQ! AFOILE =7} Q15 REE AL Sl AIE S BioStar 20| A 2HIY EUFI=0| HEY R EAE=
2F HAIX] 7 M

HHHY £ FIE om0l M HZ0| SHAE KIS AAsiH 1D & R EAEE F HAIX i

-10

U TK 0|2 B ¥
— Xpass 2 — XPass 2
— Xpass D2 — XPass D2

. HIF mlojA THIY S5 3 0|2 Y=o 27 M

a+3

DLEY 072 Y ZSZ20)|A PDF QU4 Al M7 HEE 22X (LA HH:v2.9.3)

A2} 50| A BioStar 2 QRS W23t = XXSIo{ L 0|H|YU0| RX| o= SH| (LAY HM: v2.8.11)
MK AZ Al Az 2E] 7|7 ZFEHN O Z O|HIE 20| EA|Z|X| b= 28| (2 HF: v2.8.14)
o

.J|I11
0

=
2 Sl tiwolM E2Y IES ZAMotD S=0f LIEH E2Y JEQ| MM 2tHOZ TSt H0|X] 0|5 HES =RIS W HAME
= LHOI|l M Ol S=[X| 21 % ‘v2.3

Aoy
rz I-J
[l
=t
Wt o
o
|
i
o
Jhu
=2
x
o
ofn
il
rr
i
ez
0x
=
=
<
N

S8 I Wl Y

=l E=
0|85t ALEXt M A| CHE AFXIZE ALE B2l 7IEE EY5tH JIE S5E[0 ALK 4o Muist= 2
(244 BT v2.8.14)
Sl AR Y2 FIte 0 RES HENMOZ HASHH YAXHOZ HAZX| s 22X (LM HH: v2.6.3)

e &S o HAIZE 230 ZE{>Io| METIHE SESHR| o 28| (LA HH: v2.6.3)
BioStar 20f|Af 20}2stH '2 ¢l LI0| HAIE = 2| (U4 HH:v2.8.10)
A AE HOE I 70| A HUHS HA F7|E &MststH HE|E ClAER| AFHOZ 2T010| £|X|gH= 2| (24 H7H: v2.8.16)
CSV 22{27|E 0[83}0{ 1000 0 A
CSV EB{R7|E A5t & AFEXHID 40| THs Tt 2X| (LA M v2.8.16)

RS

AoC(Access on Card)7t 2=l ALK CSV E8|27|2 HEE Ho{MT|st0] HATH 22 AoC HETJt AFH| = X| 2k
SHIAEN FIIE K| = ‘='I1I (A BT v2.3.0)
£

[ r—L— OH
OtAE-£20]E-Wiegand 2|E = HZE JE0|M £ TX| 2FS| Hets 71T AEXI7t O|HIE 21 Z 39| A| Wiegand 2|2
SE 27t Z3|E|X| ¢h= 2H (LY HH:v2.6.3)

Y& A0Of 2|AA MAS FII5HL A0 Bl

FEXIE MMSIH ZHH X o2 MIfst= 2X| (2 HF:v2.9.3)

~
S

nx
mjo

ont
re

oz
BioEntry W2 Zx| 27t Al ZHF MO = 202 &= 21| (LAY
MSSQLEZ AtEdH= 2HZ0|A 1000CH O] A&t HX|E HA| Abx|gt
MSSQLE At83t= SHA0M AFSXE ZMO| £|X| ob= 2| (LA

rE

Bl s HOJZ HAIE|X| b= 2H| (L4 A v2.8.14)
9.0)

A 2| X gbE 22X (M 1A v2.9.3)

o

EOH.E

>

_|_
v

O[HIE HM APl =& A| T MZI0EE MRX| %0 = WS 0 20FRE= 26| (L4 HH: v2.0.0)
MH HE S AL83H= 22 CSN Mobile 7tEZ 2150| Al

AoC(Access on Card) ADIE FIE M7| Al A| E24z|A
A= 5ot M Al NIt HAHOR ZRE[X| s 28| (LA HH:v2.8.0)

HE|E C|MER| o2l BioStar 2 2210f| AF20| ZHdSHEl HEHOl|M AtEXIS| At S22 YUZ2 = MM 2101 ID FEt
A=l 22X (2 B v2.8.16)

KO 301.00.BS2 V2.9.4 3 BioStar 2 Revision Notes



24.
(M 7 v2.8.16)

FaceStation F2 &
HZEE[X| o= 28| (A HH: v2.8.10)
* FaceStation F2 &

LHELH7|E AtE5t2H &K HAHE
DHIY 9 7t MHS A2 o oz MY
(248 B 7 v2.9.0)

25.

26.

27.
(2A B H: v2.8.10)

APIZ CSN 7IE &3 Al &
— CARD_ID7t £Xt 9lo| S &
- CARD_ID7} 32Xt2 %1
— CARD_ID7} 022 A|ZtS

28.

20.
30.
31.
32.

H|C|RE A2ot= 20| M BioStar 22

(24 HH:v2.9.3)
33.
34.
35.

YK E MEto] TR MM OX|Z T

KO 301.00.BS2Vv2.9.4

HE|E C|M E2| 0| 72| BioStar 2 2210f| AH20| E43tE

42101 2.x.x H{FOI M AL XHE USBOI| LiEZLH7| B = BioStar 20i| CIOJE] I} 7k 27| T Al H|FL

ot = ZHIY FIET SEE ALEAL
/api/users/data_export?id=*5 AL25t0] API = Al idof| = El ALEXF7L MEHol| ZEXHSHX| b= ER

DE 20| 7t5¢t 2A| (U4

DE-6202t 7tE2| 7|2 7|5 A8t ADLE 7t
AT2|0|ESH = O|HIE 270f| H|C|R 27} H0|X| &= 2| (A HA: v2.8.4)

BioStar Setting0i|A| Test Connection tHES Z2|slH

2| ZE 70l AF2XF &M R 2|ZE MY Al AHEXL O

SHHY FIER QIF Al O[HIE 270f| 2% 32| 2IF

I Al 2He

HEHOIIM =Xt2 A[ZIE|= AHEX}F IDZ 2Q15HH

Hst= EX

H|O[ A7}

A0 Lx.x H'I’HOHH._ BioStar 20{A| Cf 0|4 HIOJE] It LHELHI|E X[ 251X Q& LICH. HIO[E] Mt
A 20| =5HM|R.

Lot 2F L0l BAIE = 2X|

i

MHE B3R =L

M7t S=E= 2H

H&: v2.0.0)

E g i Ft=of HRE 7|7t M0iX|= 26| (L4 HE: v2.8.14)

E2x (2 HFH:v2.9.3

UAS L 2RI LAt

~

BioStar Setting0| Z2&|&=

AE0| MEH=|OJU= ALEAIL H

rir
HO

BioStar 2£ DEZI0| 20| MX|StH 2|ZE MH|AT} A|ZE|X| Qb= 2H| (2 HE: v2.9.3)

O[HIET} ACO|EE|X| eb= 2H| (L HH: v2.8.6)

O2 NIt ZEE= 2H (L4 HH:v2.0.0)

4 BioStar 2 Revision Notes



HH 2.9.3 (HE

tH$ 2.9.3.26)

2|RE MY 7|5 7t

2. e m2If 7|5 £t
- cardPresso ZZ2 S
3. AMAEIHA I 53 7|5 F7t
- WAE IS ARESI A|ARIS

I'Q
ol
>
rio

4. BioStation3QRZE
- Hof vi.1.0 O|A
5. 7|I{E W2fo|E HF 7|5 K|

- XPass D2 (XPD2-GKDB) 8t=%|0{ VO2M,

6. HebF ot

AMZ310] BioStar 20iM 2 7IEE &

J

o
et

2| =:2023-06-26

mREY 4 UTE X

110

£ Ql= BioStar Restore TZ 12 X|Z(BioStar 2 x| TZa2Hof| L 3t)

B0 v1.7.1 0|4

- Moment.js 2t0|E&{2| H{T YO|0|E

- Lodash 2}o|E2{2| A HO|0|E

- enckey It MM 27| 7fM

Q! F=2 DB 223 AHEE I CSV 22{27| Al YH|0[E

8. CSVE2{27| Al CSV It L{oi| UTF-16 |L

TEH 22| Hob F|oFE i M
- Swagger Ul X & Jzo|=

- X-Frame-Options =7}

&0 M

|ZEE AEdts EAtE YYHRR QAR 7 M

- iframe #|2F& 74 (Unified Gateway)

10. 2l 22| tiwoll AFEXL 37t Al 2to| A F

11. M8 1t 8713t - £ ZAI(sigshs 2

- X 2E &0

- T g HIE Al M2 S5
N

- MEX IE 0|3 Al 57|13t
12. CMH{of 2| A Al =
13. LAl EHIO|=0

=

=g

14. User APIZ AtEdI0] YAl El|0]= YITHO[E &

dE Y SE

16. 2ot EQUFIE ST Al ALEXt O|F0i| ORI EXLALE HRE A
)Y

LR IIZ(+ -, @,

15. BL|EZ| EUE HEf =2| &

17. 1P E|E 2% oo 54 &30

18. QRZE ¢!

N

19. 2to|MA o7 MAHE Qlot X =258
20. A8} R0l ol B=0] Y2iEX|
o

21. X[ S=o ZAIE Ot0|2 AlQld 7

22. 21921 I|0|X| tHA

KO 301.00.BS2Vv2.9.4

YX[st7| 2l6h 7|Z 2o A Hiw

Fol wh2t o™ U= Z|ch ALEAL =7 R0l B BEAIE[= EHY HIAIX] 7HM

0 &8 FRa

S713) ZE A8 Al Hs i

2ot H|O|E{H[O|A X2 2% JHM

Fel QA S 150 d5 i

= AR Al MEHE| SE 2K
|25t == THM

ol x|¢

=

QUK (2™ > Me)of| Ll TIAIX] 37}

42 JEfOIM ZHIY ERUFIE SF Al LIELHE F HEY HAIX] 7

5 BioStar 2 Revision Notes



#2143

1. THIY EQUAFIE S8 A| ZHEHOZ S8 HEO| M3t £l= 2H| (LM HH: v2.8.9)
2. CMtHol|lM getTrackingInfoZ £H H|0|E & =3[stX| Rt AL M7} ZEsH= 2A| (LA HH: v2.6.0)
3. EF X0 HME MNEXE REF MEH = AX[0fAM AFH| ZIH A| MEHSIX| UUH ALZXIENK| 25 AN == 22X

(M A v2.7.1)

4, MH 05 S22 FK| MM £7HE ZX| S ZHK| U550 AHSIHE SE A MM 20| M AK|E|X| %= 25X
(LA A v2.2.1)

5. MH 079 SE8 FX| Mo TS F7he uf T2} AME|X] b 22X (2 HE: v2.2.1)

6. MH 0= MM gtg A|ZHo| MX &l ME{o|AM MHE MA|ZFSIH MM tg AlZH0| 7|22 608) 22 SEIsH= 25|
(A A v2.8.14)

7. CHAEEO| AL $iEto]| Z|CHZtS ot 20| ZHo| R HA|Z/= 22X (2 HT: v2.0.0)

IDO| EF Lol L= 7|5 7F EBHE|0f Qe AFSXI0|A| UEE BMA 2 FIETL AL K| H2|E 0|0 T 2150 HFZst= 2|
(A A v2.7.14)

9. A% ool M GOl I JHMR7| &2 = ZK|of S7I2HE|X| ehs 22X (LM HH:v2.1.0)

10. 2l 2| tiwel 27 AHF 0| 217 Y0 AS W SUXRL ALEXIZt AH|=|H 2B 7150 =2/ (X ¢b= Z2H|
(2 A v2.7.0)

11. €2 1IN 215 43 OJHIETL ZEfoll M F2tel= 26| (L4 HH: v2.8.6)

12. A 2.8.8 0|5t0| A 2.8.9 O|AtO 2 A T2|0|E3t = TA MA|A &HX| 27} A| LEJ} EHMSH= 2| (LA B A v2.8.9)

KO 301.00.BS2 V2.9.4 6 BioStar 2 Revision Notes



2.9.2.4)

101
N

U]
il

HH 2.9.2 (

22| =:2023-02-24

At 715 H M

BioStar 2 Revision Notes

KO 301.00.BS2Vv2.9.4



KM 2.9.1 (HE HS 2.9.1.26)

Nt 7ls X WM
1. ERAFOSDP 2| & X[
2. HX|OIM S 715 AFo| i3t 2tojdA Hyst x|g

= HE 8™ 7|5

- P2 oA |, Y2 214 Y Yol7| 24 XY
4. ok FoFE A

- 2% jQuery %A HE XHE

- o2|X} Zotol chet Hot FoFy i

- HTTP F ™ 4

- Injection ¥2FH 71

- QB FoF I

- J|Et Hot ForF JHM

E3 CSVUELTZ| HH A MEE= ot E T

o[0|X] 219 M7 ZZ AH A| 0|0] HHE|0{U= CIAER|TH AL

o
SMTP &7 Hot Ford JiM

o N o u

TEH 22| 2ok F ok i

- HTTP Content-Security-Policy, X-XSS-Protection, X-Content-type-options & 2f& 74

- TA Path Traversal |24 744
10. MA|ZHOHIE 20 M5 JHM
11, AFEX W ALEAL 282 e £ M
12. 0|
13. AFEXEF B

14. =0} H|O|E X2 d5 i

ok
<
0
u

15. BioStar2 2102 && M
16. BioStar 2 AX| A| Maria DB H|22| ¥& %X}

17. AZE[OUAX] 42 FX|Q| O[0[X| 22 2l A] LtEILE= EHY HIAIX] 7HM
18. 1MIcH FX|= A2[HOIE] AHIE 7Y 2 Al LEHLLE B HIAIX] 7Hd

=
19. AMZIE Y250 HIFE H|0|& S5 Al 0| =2 Qg AR SHE X5} 71 M

20. APIZ 0|83t0{ H|Z=Y H|o|A S5 Al QIZY 02 QIS & 71 M

21, =Y =4 59 SE o[ Y BFO SMTP HEIH M= S7[et &|=5

22. MS SQL Server Ci|O|E{H|O| A& AME3HE 2HEO|A 2R HM ds N

23. 2391 H|0|X] HA
24, L5 80{ HYF
25. J|E} 45 WM

26. 7|Et MH Fga}

KO 301.00.BS2Vv2.9.4 8

AMERLZ2| 2| Al Ci|o[E{H|0|A SLH[O| 29| A2 At 0|72 7H0|= 27t

22| x:2023-02-15

BioStar 2 Revision Notes



1 4

1. 3 ASK IE0IM ALSXHS FA| M358t AFRRL ALH| Al CHE 20| Z3HEl ALSXtS| RHHY FHEHK] AR = 2X
(2rA B M: v2.7.12)

2. EXH z2to|=22{2|7t Windows Server 20120{| A A X|Z|X| ot= 2| (44 HT: v2.9.0)

3. APIE 0|25t0{ 1000 O|A2| AFEXIE AK|E A AFEXIIL AR E|X| Qb= 2X| (LAY HH: v2.8.0)

4. APIZ 0|2310] AF2XIE 71511 start_datetime X expiry_datetimeOil A A|7t2 M St= ZQ ekt A|ZH0]| BIEE|X| o=
2H| (LM HH:v2.0.0)

5. SEE ARRC IHY A A 2R3t H3to] 0|E HREO AXE 4 gl 2H| (L4 HH: v2.8.14)

6. EX ZK|Q 0t0|20| MZ EAIZ| X[t 2H| (LA T v2.3.0)

7. ZEHO=Z FA| HHO| BO{X[= 2X| (LM HT:v2.0.0)

8. SE2E AR %L MEjolM AFRX 18 HEE HASIH HAH0| BHIE|X| s 2| (L4 HH: v2.7.14)

9. SYst=YUHS AETt HEl ZU0E M| Al ALEXF JE0f| TBHE ALE AL EHHEC R

2
—I—
H
i}l
>
E
é

IJ
F:
met
™
o]
Hu
4r
Ju
ﬂ
HJE
0z
T
Rl
<
N
o)
o

11. FaceStation F22| &%
12. &X| ¢Z A Ztx o2 2091 H0|X| 2 0| SE|= 2X| (t'e“g* F:v2.9.0)

13. MS SQL Server HIO|E{H|0| A S At2SHE SHAO|M ALEX} HEO| O|H|Y FAE 0|0] AHREQ! O|HY FAZ HASIHE 52
HAE X = 22X (LM HH: v2.8.16)

14, H|Z= Dfjo|A RHIY S5 QH O|H[Y W& Al AQl0] HIEZ0| HA|E|X] ¢b= 2X| (L4 HH: v2.8.16)

15. CSV E2{27|Z 0|2310] CSN ZHIY FI= W3 Al R& 7|70 E2HAI(/)E AT ZL SHIEA BI|(X| b= 2X|
(A A v2.8.9)

16. BioStar 2 221 A| Y2 7 T ZX|of CHEH H0] ¥I2|0|= 1 X|7F LIEFIX] Sh= 2R (24 HH: v2.8.6)
X

= o
17. AH8xL &t 871315 58 A (sHLst= £ 2S00 &8 AT S22 HF Al CSV 22{27|2 HH|0|EsH ALEX} HET}
X0l 712 =X b= 22X (U HA: v2.7.11)

18. APIE 0|835}0] 7t= g A| 2o Lg 75 X250 YZ0| 75t ZH| (L4 HH: v2.0.0)
Al

19. AE|= C|HE2|0f| A BioStar 2 2210]|
S7|3tE|= 2H| (LAl HT: v2.8.16)

20. CHol HIFL Tj0] A7 SEE AFSXIS IO LHELHI|SHH M7 M= 2H| (LM HH! v2.8.10)
21. CSV mto| AFEXA} FHEO|| A|ch 2 SXt 7t X1SHA| b0t CSV EF27(0f Aufdh= (2 7 v2.8.16)

s
22. MS SQL Server HIO|E{H|0| A AtE3H= SF0IM S AOZ 2X7t SEE R 28 715 T2 Al siiE A7t SHIZH| EA|=|X|
o= B (2 HHv2.2.1)

23. A%} 70l M Ch=of AHEX} O

S 0f2{ #H 0|58t 22 M2 71217t EIX| b= M| (2 BT v2.8.9)
24. Ch5=9| Azt Elo] HYE[0RU=E 3R 2

HZ20| E|X| ¢t= 2H| (A HA: v2.2.1)
3

25. MS SQL Server GCi|O|E{H|O| A S AMESHE 2HEOIM 2] LHE2 QIZSME XE
(2 B v2.2.1)

26. 25 AAIE0H| M ALEXIE F715H= BHHOIM AHB0| SSEE AISXIZE X738t El= 2H| (2 1A v2.4.0)

27. 8 A0{0|M BLEY w0 TSHH M M0| S=E= EX| (“e’*o” A v2.9.1.25)

o
rd
o
g

rot

ZEH 22foi| ™ol E[X| ¢t= Z2H|

HJIHI
40

KO 301.00.BS2 V2.9.4 9 BioStar 2 Revision Notes



K™ 2.9.0 (HE HS 2.9.0.80)

At 715 H M

1. BioStation 3 ®MZ X|¢
2. MEXHEO 2F YO0|E XA
- X|@ HX|: BioStation 3 v1.0.0
BioStar 20{|A] H|Z= Y H0O|A I2|HMZ AL E ALEIQ| HE WAl 7iM
4. DHHY H|FY Ho|A S5 HAt 2EAS}
HIZ=Y Ho|A E3{27| 7|5 X[#
- Y2 AZIC AHO| ALEX} 1D YX|SH= 2R AFEXHH|FY Ho|A 55
6. H|F=¢ mo|A Oro|ago|M 7|5 XA
7. X2 LFD X &x| £t
- X[ &Kl BioLite N2 v1.5.0

10. 2ot FoFH 7HM
- Unquoted Service Path #[2F& 7 M
- Clickjacking F2f& 71
- J|Et Hot FoF JHM

11. CSV £2{27| A A| LIEtL}= AT A 232 JHM

M3 =3

=

(A A v2.8.11)

212|=:2022-09-26

X-Station 22 At 0fE AtE A| CSN Z2 Wiegand 7tE2t S FLE IDE 7HXl= QR/HIZER QISR = 2X|

2. AR M HohE JHE E|XE7L oMY MY HE X3 HshS 2SR 2610] ALEXt 80| BT 2| (LA M v2.8.14)

3. AANZt2I 0F0IM O|HIE 205 X3| 4= QLOLL Cf|O|E{H|0| A0 MEE|X| obe= 2| (LM BT v2.8.6)

4, 92X HFAM HEX X2 SS0| Ailjsts 2X| (LA HH v2.8.14)

5. MSSQL E|0|2 M|of ZZ40| 22 E|0] BioStar 27} HIHAX O 2 SxtsH= 2H| (L4 HH: v2.8.5)

6. CSVE2Z{Q7|2 ZHtY £ 7t= Ug Al 24 FETL ot MIPHS E LLZE J|xHoljof st 2| (LM B! v2.7.12)

7. UEHOR ALEXIC| HIFY HIO| AT EX|0f| S7|ot=|X| g 2A| (LM HH: v2.8.12)

8. HE K 713 A8 Al EF FX|Q| 57|87t HistH S7|3tst| ot El& HX[of AHXIE HMste M| (LA HT: v2.8.6)
0. #’SJ ot H MEHEI AFEXL O F2| AFEXEE S7(2t B[X| o1, CHE AFAL 82 ME X 2t

HO

10. 2 5 /LS gr=2 0ff BioStar 27t HIZEXM O 2 H2E|E HRSts 2H| (L8 HH: v2.0.0)
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11. E2tX 9| o] MHO| H|FY Ho|A S5 SHHOIA X|BIX| §be Aofel 22 277t HANMOR HA|EX| b= 2X|
(248 B! v2.8.5)

12. ZX|ol| MEE AHZXIE BioStar 22 YI2E Al ALEXIQ| 7H=7} 0|0] SE0| =[0{A0| HIHSUE YEE HS2E LIR= 2X)
(2rA B H: v2.8.9)

13. =& oI5 BEE X[ st &X|Q MHM ZHEMOR Q15 ZEJ HO|X| ghs 2X| (U4 HH: v2.8.6)

14. 2tO|MA QI A MBE|= ZES RX| ot 2H| (LM H{H™:v2.7.11)

15. MariaDBE At8¢t= &Z0|M 2ot £ 7tE9| 0] 22 7= S50| LiEkteo 2 MEE = 2X| (U4 1AM v2.8.7)

16. H|C|R 23 =2p7t MATH AIZEECH WA =35tE= 24| (U4 M v2.5.0)

17. BioStar 22| &Mt HAl & mm/dd/yyyy2t dd/mm/yyyy EAl0| ZHtY £ 7tE Ug otH| MEEX| gte 2|
(2 T v2.8.9)

18. R= 7|7t Eo6IX| gh= 2HIY £Q FIEE X[ AFE XIS CSVE WELHZ| Al f2 717t0] L& 2X| (U4 HH: v2.8.9)

19. YEX RN HEX S5 A S5, AM HEO| ZHEXHOE Al2tX|= 2X| (Y4 HH:v2.8.7)

20. AFBXHY SEY £ A= Aol P2 HHE XTSRS mf YASt= ofl2] HIAIXIZHECH JHS-E A OZ HASHK| o= 25|
(2rA H{H: v2.8.6)

21. BioStar 2 APl Swagger®| AP| S & Z10f| RLIZEE AH86ts A0IE BAISHK| Rote 2X| (U4 BT v2.8.14)

22. CSV 22{Q7|Z 2HIY EQ 7t= L2 S2 A 100707HX[2t S2 8l AR == 2X| (24 HH v2.7.12)

23. TLEE Mo AT 7o MEfof chst Qlaiet CSV ZatE2| EE AIZHH 7t CHE 2H| (LM HH: v2.8.6)

24. Wiegand 7+= ID7} A|CH 78X[IHA| QI2AE|X| Q10 32K[7HK| 3 Q2iE|= 2| (LA 7 v2.7.12)

25. 2EYE MFYE QtE|IA JHO| oI5 0| HIsHof stz RHNME Q150| == X (LM HH:v2.8.11)

26. X-Station 22| E2{|0f TkU0| ¥2|0|= SHHOIA HAIZ|X| obe 2X| (LA HH: v2.8.12)

27. H|O|R ool ZIYst 7| glo] HLIEE HiF2 HtE UM S mjf H|C| 20 M A== 0[0|X|, H|C|Q 27t LIQX| gb= 2|
(A B v2.7.0)

28. HAH Hot Z2|XIt O|HIE 21 70| M EE] Z712 1,00071 0|42 AFBX IECE FIIMS W O|HIE 25 ol = Q=
2| (A HA: v2.8.3)

29. =H|Q! URLZ BioStar 201 &t A2 HIC|Q 22 01T 4 gl= 2| (LAY HH: v2.6.0)

30. ZH|/alix| 7t S5 = ZH| 12 ANRS 1) S IIEE ALEXL UFEES £ ¢ln, CHE 7ol Z| /x| FIE2 A8 2 gle
2H| (LM B v2.5.0)
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M 2.8.16 (&HE

tHS 2.8.16.56)

At 715 H M

o v kA w
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11.
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13.
14,

15.

16.

17.
18.
19.
20.
21.
22.
23.

24. 7

CHA| EEof H|FE

A

H|O|A 7}
HojA 2HIY S5 T o|X| Ul 7Hd

HIZ=Y mjo|A RHIY S5 78 Lo Ht=HE =7t

23| =:2022-04-13

QR/HIZE UZ Al ALEX} IDE 7L IDZ AFSE 4 Q= M A
BioStar 2 QRE QR/HIZE W3 A| 0|0|X| 37| #HAS0] MHE )M
Wiegand 71= IDE 022 AIZe 4 @i o} 4+

- XA Hm Lo 02 YT A2 HE

- 4l 7o ZE H|o|E{E RF 0220 AE 4 Qi 2 H|oF

CSV E2{27|0f| Mgt A8t 55 I
AHEXE HO| MX| Al AC, TA, VE MH|ATL S
BioStar 2 MX| A| Z&HEl 3 E(Chrome)2
USB Device Agent 2t F|oF& 7 M

HIC|2 2oF FoFH 7HM

CllO|E{t|0| A ==t A| TA, VE ClIO|E{H|0| A0 S

ESIE] =

ADLE 74E 22 HHO|E &4 4 7}

=2o T

- Wiegand == OSDP= £ &|= Cl|0|E g}toll CHelj HIO|E &M E BFe

setting.config Tt £7|3t 22X F7}
DHHY EUIE Ea Al ARt Tt
SR 0|8 Al iR FE T 8l 0|8 329
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59
B

CoreStation<2]

M %7}

SUEZ Ho|XE ZLIE™Y F

0|F 2IE MHof| ‘BE T

& et +o

£2]|0|2 &X|Z X-Station 2&

d= 32dN 02|27 7|7 M 37t
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TSHEC=E HE

@ A7|0HEX| 2Helsto]

=Ht

[}
H
gl
fjo

rn

>
op
Ot
A
52
H'|
Jhu

13 BioStar 2 Revision Notes



25.
26.

E

OHE|H CIAEZ| A|HOE BioStar 20| 2101 = JUEE X[
LCD 3}HO| gl= ZHAIZ AHEXL CIOIHE M & uff HIO|E{0]] AHEX} 0|2 S E oot & 1M
- N8 ZK| CoreStation, BioEntry W2, BioEntry P2, XPass 2

. SO, IYA0] 2|4 It §G|0|E

a+3

1. HZo| B2l S2flo|2 FX|E MeHs &Ml H[o|X[of ZIQ) Al 2tHO| HIHMMOR ZAE= 22X (U4 HH: v2.8.6)

2. POST/api/users| photo Zt0il Ci$t M HO| binaryDatasZ % 7|X{El 2&| (LA HH: v2.7.12)

3. 67HE Ol ®7| 0|EY MEXIE Z2/ mf sk ALEXte| OtX|8f Q1F 7| 20| HAIE|X| o= 2X| (L4 HH: v2.5.0)

4, FaceStation 20| 3t 57| A2 o2 ME{ S M2 T 1.5.0 T 0| Mol MEE| X|etol| =, O[5t 7 ZHX|Q| A M| To|X|of| =
e SM0| BAIE= 26 (U4 HA:v2.8.10)

5. ZX|oto{2 M3t Mt S2 0|50| ZAL FH HF0M ESEE EARE 28| (UM HH: v2.7.6)
BioEntry W2 (BEW2-OHP) ZX|2| CSN JIE, ADLE FtE, EHIY FHE 2MSE MA0| MAE|X| o= 2H| (24 HF: v2.7.6)

7. MS SQL Server H|O[E{H|O|AE AtEBI= A0 M CoreStation2| £3|0]2 Ex|Z ZItEl Output Module(OM-120)S Atx|E
22 K| Z20| R E[X| = 2X| (UH 1A v2.8.12)

8. =3 stF0A =3t 0to|Jzf|o|Mof| Amist= 2x| (U4 HH: v2.8.0)
PEXHOZ H|FY H0|A C|O|E{7} CHE EX|o| 713X S 2X| (LA B! v2.8.6)

10. ZK|o| ALS Xt HE[oM AFEXIE AME 22 57|35t E|o|22| CI2 MEK| AX|Eo S7|3t0 Anists 28| (L4 HH: v2.4.0)

11. ‘RE ZX|(EK| AR HE ZH) ARt AHS S713t Al HAE AL HEE AL F21 AH8Ate YHIO|EE[X| o= 2|
(L4 HH: v2.8.0)

12. A8 MFE HASHH ZHAL =X 9| H A [HAO| ‘eventType S HAIOZ £3 &= 2| (LA KT v2.8.9)

13. Airfob Portal A& Al & 2 gle 23 HAIXIZL EA|=|H Aol Amijst= 26| (L4 HH:v2.7.12)

14. ™A #sto] A™E HK|o 2 SIS 4HY + U= 20 (LM 1A v2.4.0)

15. 20| HHSIX| toH ZUZS MMY  gloLt, 7| &0l My E 2UE2 o] BH gl0] MEE= 2X| (LM B! v2.5.0)

16. AAZE 230 7|28 207t O[HIE 20| ME Z3|E|X| ob= 2| (LM HH: v2.8.4)

17. 2= 53 2F A HAIX[o| ALXH DS EAIE| T 0|52 EHEX| b= 2| (U4 HA:v2.8.11)

18. g ok A|ZHDST) AHo| o|n|X| 21 AlZt HEof| BrEE|X| o= 2X| (U4 HT: v2.0.0)

19. MEHEHQIS A2 E A2 HIC|2 MR H&E £ gls 22X (LM HH: v2.6.0)

20. ZX|OM FIHE ALBXIE S713HE 22 A8 J82 7HRE = 0| EEX| g 22X (LM HH: v2.0)

21. of2fet Z2 R7IOE QHE[IHAM 1S M HX|E AT FHOE 5 AAY Z2 HA 150]| Holl A= QtE|THA 9Jut HE I}
WMsH= 2|
- QIE|IjAEY o] M FK|E AT PHo| E|M HA|Z T 4otD, QHE[IHA 20| E|M TX|E AT 71| UM FXZ T

22. X Z oH 20 9 £210|E & HF Al O|0|X|7t K| HHO| S A 0]l 3 2[AtO|YE|X| 40} 2HO| THY EO|= ZX|
(2 B! v2.6.0)

23. 7HQl HE DB YT otE AT uf AHE|E CIHE2|0fA ASXH HEE HES F S7|otstH HE LHE0| S7|3t=X| gts 2X|
(244 B v2.8.0)

24, A% 79 gl QlE{2 nof YES HEY 0 K| 71 BE FR YT FIH otH| K| S5 WML EARE 2X|
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25. 0] YEO|Z UYAUS W OJHIE IS CSV LY LELIH Mt L BIAETF HOoj2 3 E|= ZH| (24 BT v2.8.9)
26. FA| M| Djo|x|oil T &rEfoll A TX| HEO| BOIH S wf ‘Sfel’ HES S2IsHH gt 2ot QT HAIXZ} A== 25|
2 ! v2.7.10)

- Rt AZE K| FUAZE LEI= HAIKIE EASHES 74

27. 2o A0 X|RBH= 7H+E £

28. APIE 0|28l AFEX HE
(EhAH M v2.0.1)

29. ‘H|ZE HO|A X£Z My’ O|HIET} O|HIE 21 LE|{2 X3|E|X| = =X (LA HH: v2.8.10)
A —

—

ote] EUES MUY wf 2F HAIXIZL EAEX| gbs 22X (24 1T v2.8.3)
7

HOo|EE m 7|=2t SUst O|HYS RXIE HAL ‘E-mail already exists’ HIA|X|7} gHetE| = 2X)|

iC

30. AFBXHFES| BM, 3B Y Al 54 27}

i
]
o
N
{0
>
OIO
0>
=
=
o
Pl
g
_l_
.I.
rE als
oY
£Q
k=)
ot
e
mo

31, HAE AKX} LEJF EXE HL CSV
(A A v2.8.12)

32. QR/HIZEES U8t AL8XIe| 0|50 L& 7|=(-)E LY + gl= 2H (“E“ H7:v2.8.11)
33. HIFY Hjo[A 2HIY SE Ho|X|of| SR ERIL EA|E=
34. HE|E ClAER|0|M S7|2tE TS OFX| 5713t AlZt, OEX| 2t FH[0|E AlZH0| EAIE|X| gb= 2| (24 A v2.7.11)

35. ZHIY EUIIETF AFE JEfo M 2HY ETIE 2 SHHO =2 S26IH 2F HAXI7t EAZ = 2H|

(M A v2.8.14)

e
it
Im
|0

36. Z|M HF I ZE(Chrome 98)2 AI26l= 2HA0|AM USB X|2 SE ZX|(BioMini)2 X222 SE j X|2 A7H K0| 23]
Sxst= 2X (UM HE: v2.0.0)
37. 2 H2|E X[RSHK| b EKA| AM| HO|X[off ZEH 2t2| 23 MH0| A= 24| (24 HH: v2.8.14)

38. ¥ ZEf 20 AME 2W[0]X] 0|4t PDF LHELY| & AL 7|50| BHHO R SAIGH| b= 2H| (L8 BT v2.8.14)
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K™ 2.8.15 (LUE HT 2.8.15.12)

22| =:2022-02-16

At 715 H M

1. Log4j2217.1HH™ NHg
2. MEX Xz S71% H5 WM

- B I A RIS 5718t REES AIRE 0 HYR 37t EE A Al 5718 45 M

- ‘EX EK AIRXL RS 5715 Al ‘CI0E AX| = Zi| 5713 M5 IHM

D ‘OIO|E] AX| = BX| S7|3F Al AZE ZE FX|0|AM HA| ALEXt HIOIEE =2[5t0] 7|3t Ms Kot Wllst= 22X 5

3. CANH2t Java AH{Zt Thrift 4104 CHst A= 4 =F

- ‘EF IR ABR KHE S|S0 ALBSHE AZE IS F0 API 8 M| £ M

- Mt 31E A| BioStar 2 Thrift A2 = 75 X 35to] 2|4 ZH(107H) 2L ME HR 1002 HAE =5 JHM

0z

3+

1. AHEXtAHS 712k Al HHAIZE S0t 27t AH|, HE S AHE Xt HI0|E HAHO| 212 A2 DB Lock0| 2Mlsth= 2H| (L HH: v2.7.14)

2. MS SQL Server HIO|EJH|O| A S At3H= BHAHOIM ‘EF HAI” ALBXL RS S7(3 Al £ I E0H AFEXF 18 E= AFEXHE 52674
0|4 MHE A BioStar 27t HAMOZ SXISIX| ob= 24| (L4 BT v2.8.14)

3. ‘E¥ MEX XS S718t REES AT [ ArEXF S7(2t &nf 27 Ef|o[=0i| 0]0] AfR|E EX|2| ClO|E{ 7} ot U= 2H|

SF X
(2 HHIv2.7.11)
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22| X:2021-12-15

- Input Module (IM-120)

CoreStationd]| CHet =2 1:N 29t 53 X x|

3. OpenJDKHE
* BioStar 2 & 2.8.140I M 2E| OpenJDK7t HEE|0f PCOl| MX|El Java 70| 24|210| BioStar 2E At8Y & USLICH
4. AEX G HHo| B, 2gh MtHT F7t
5. CSVE2{27| Al PINE 22 3l £H% £ QU= JiM
6. APIZZ Al SHQT A8 YEE= X2I6HK| =& HESHH £ M
7. APIE 0|8t FX| HM &= M
8. ABXXtE S7I%t ds WM
- 7|2t Al At83t= H|O|E{H|O| A Hof| F2HEl QIE A 2T}
‘HE MK AMEX KiE B712 £ VM I S7[3t SEGH b= 2F £H
‘EX A ALERF XHE 5713 = WM
- ‘EF A AEA RE S5 A HE AFES U3 the|2 MESIEE i
- ‘EX T ALK RIS S7(3 AT S MAIE Al null Zroll CHE 6|2 M2| 27}
9. HotFofH M

- Log4j22.16.0 ™ =g

- OpenSSL 1.1.1k HE Mg

- jQuery3.4.1 HH NE

- APIE 0|88t HZ Aol AHEXL Eot S8 R AHAH A HFst=F I

— CSV LHEL{Z| 3t mtdol| £41 7|5 (=)7 ZEE|0f Qle 22 MUS MASHH 40| HEE|= 22X +H

- A AZ A MM DO et 2Ot M3 3 CORS HIAE A= JHM

- SQL Injection 22 gtoj

- M MEi SE QF7 LN A2 @F HIAX|(RF 0|5, http 2F TE, @F MY)7t AR ZE 74M
10. Swagger Lif API 2

- X Y ZH U SEHAPIHY B

- H|F¥ Ho|A o|0]X| FEE API &7}

- [POST] /devices/{id} /users EE= [POST] /api/users/exportS AEsto] ZHX|0f] AFEXLE 2=71et off Hhete|= 2ot Zha 22
A FHK|0l= ARt FIHE| K] ‘EafE =M 3
11. O|HIE 21 M2| M5 7HM
- MS SQL Server H|O|E{H|0] A 2tAHC| OJHIE =21 X3 £ 7HM
- TX OMIE 21 ‘HM A| HIO[E{H|O|A M| £ JHM
- EX[ 23 |o|E] S7|2t A] CIO|E{H|0| A0 HZ ARO| U= ZX|TH B EE &7

12. Ch=2] FX|7t HZE BioStar 2 MH M7|S Al FA| M obH T £ JHM
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13.
14,
15.
16.
17.
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19. M g5 7hu
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